/\ Canara 4X) HsBC

LIFE INSURANCE

Canara HSBC Life Insurance

Media Coverage Report

“Canara HSBC’s Encryption Strategies in

the Age of Digital Compliance”

Dated: 7% June 2024




Print




Publication: Elets BFSI Page No: 54

Edition: National Date: May- June 2024

') bfsi.eletsonline com

35 (e
Banking
@Finance

A B

MAY « JUNE 2024 | VOLUME 10 | ISSUR 03 | US $20 17200

COVER STORY

India’s BFSI Sector
Dodsters Cyber Defence
for 3 Digital Future Mahosh

C'-'"l'lkuw::wo'
Sharad Mathur Oniet dormation Secusity Officer
Peashant Vagal me(}mtwwmﬁm $ar Hoath & Aled rawrance
8 <w0¢:’kmow« pe : 1d
ey acEsitee

Dharti AXA Ue naerance

BFSI LEADERSHIP

~—— GUIDING THE INDUSTRY THROUGH CHANGE ——




INDUSTRY PERSPECTIVE

Canara HSBC’s

Encryption

Strategies

in the Age of Digital

Compliance

Encryption is going to play a key role in view of the Digital

Personal data Protection Act which prescribes a hefty

penalty in case of any material Cyber Security breach,
shared Vikas Gupta, Chief Risk Officer, Canara HSBC Life

Insurance in an exclusive interaction with Srajan Agarwal of

Elets News Network (ENN).

Given your extensive experience across
banking, consulting, and insurance, how
have you observed the role of robust
security evolving within the insurance
industry over the past two decades?
What are the key driving factors behind
this evolution, and how do they impact
risk management strategies?

There has been a paradigm shift in the
operating information & cybersecurity
landscape necessitated primarity owing to
the evolving threat landscape, attack vectors,
and prevailing regulatory environment. There
have been a few breaches noted in the BFSI
industry as well as other key Institutions
prompting the regulator to be proactive and
work towards overhauling the cyber security
guidelines for regulated entities. Also Digital
Personal Data Protection Act (DPDP)
passed by the Parliament is going to redefine
Insurance business processes encompassing
Data Principals, Fiduciary as well and Data
Proceszors. Also, the punitive provisions
require entities to be proactive in deploying
controls toward prevention as well as early
detection of events. These aspects have
resulted in cybersecurity and privacy-related
rizkes being consistently rated among the Top
10 risks most entities face globally.

Could you share specific instances or

strategies where encryption has played a
pivotal role in enhancing the company’s
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security posture while maintaining
regulatory compliance?

The compary continues to transform its
overall IT infrastroctore & vnderlving platform
towards reducing its time to market, building
resiliency and agility in its IT setup. Cloud
adoption has played a key role herein. In this

regard encryption with regards to data at rest
as well az data in motion helps allay fear of
mizuse of data resulting due to a cyber security

.

How does the company envision the
role of encryption in fostering digital
innovation while maintaining customer
trust and data integrity?
Encryption is going to play a key role in view
ofthe DPDP Act which prescribes a hefty
penalty in case of any material cybersecurity
breach. Encryption with respect to data at rest
shall ensure that i spite of a security incident.
the confidentsality of sensstive personal data iz
not breached. The same is also recommended
for encrypting payload containing sensitive
PII/ PCI data when in transit over and above
a secure (https) connection. Consequently,
the net exposure to the Data Principal as well
as Data Fiduciary is minimised and the Data.
Protection Board iz lilely to take a softer
view than in a scenario wherein data was not
encrypted.

Thus encryption encompassing data at rest
as well as data in motion has helped in fostering
innovations towards securely integrating
applications via API and helping us build a
comnected world without compromising on the
security aspect

Cyber threats and data breaches
globally, how does Canara HSBC Life
Insurance continuously assess and
strengthen its security posture? Can
you share any ongoing initiatives/
plans? What insights can you provide
into the future of the insurance
space regarding security and risk
management? How do you envision
emerging technologies like AL,
blockehain, and IoT shaping the
landscape, and what implications do
they have for risk mitigation strategies?
As companies evolve on their cloud adoption
journey, the security of cloud infra as well as
securing PODYs are crocial. Cloud security
posture management solutions and securing of
pods and infrastructure via Endpoint Detection
& Response (EDR) and Cloud Workload
Protection (CWE) are crucial. EDF. plays a
key role in protecting environments against
Also having continual attack surface monitoring
as well as brand protection services ensures
the company is timely apprised of any
vulnerabilities. @
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